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Why Computer Security 

 The past decade has seen an explosion in the 

concern for the security of information 

 

 Malicious codes (viruses, worms, etc.) 

caused over … 

 

 $28 billion in economic losses in 2003 

 $75 billion by 2007 

 …..… By 2011 

 ….. By 2015 



Why Computer Security 

 Internet attacks are increasing in frequency, 

severity and sophistication 

 

 Only Denial of service (DoS) attacks… 
◦ Cost $1.2 billion in 2000 

 

◦ Yahoo, Amazon,  

◦ eBay, Microsoft,  

◦ White House,  

◦ etc., attacked 



Why Computer Security 

 

◦ Melissa, Nimda, Code Red, Code Red II, Slammer 

 

◦ Code Red (2001): 13 hours infected >360K 

machines - $2.4 billion loss 

 

◦ Slammer (2003): 10 minutes infected > 75K 

machines - $1 billion loss 
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Computing Today is Very Different 

 Internet 

 

◦ Computers are all connected and inter-dependent 

 

◦ This co-dependency magnifies the effects of any 

failures 

 



Biological Analogy 
 

 

 Computing today is very homogeneous. 

◦ A single architecture and a handful of OS dominates 

 

 In biology, homogeneous populations are in danger 

 

◦ A single disease or virus can wipe them out overnight 

because they all share the same weakness 

 

◦ The disease only needs a vector to travel among hosts 

 



Biological Analogy 
 

 Computers are like the animals 

 

 The Internet provides the vector 

 

 It is like having only one kind of cow in the world, and having 

them drink from one single pool of water! 



The Definition of Computer Security 

 Security is a state of well-being of information 

and infrastructures in which the possibility of 

successful yet undetected theft, tampering, and 

disruption of information and services is kept 

low or tolerable 

 

 Security rests on confidentiality and authenticity, 

integrity, and availability 



The Basic Components 

 Confidentiality is the concealment of information or 
resources 

 

◦ E.g., only sender and intended receiver, should “understand” 
message contents 



The Basic Components 

 Authenticity is the identification and assurance of the 
origin of information 



The Basic Components 

 Integrity refers to the trustworthiness of data or 
resources in terms of preventing improper and 
unauthorized changes. 



The Basic Components 

 Availability refers to the ability to use the information 
or resource desired 



Security Threats and Attacks 

 A threat is a potential violation of security 

◦ Flaws in design, implementation, and operation 

 

 An attack is any action that violates security 

◦ Active adversary 

 

 An attack has an implicit concept of “intent” 

◦ Router mis-configuration or server crash can also 

cause loss of availability, but they are not attacks 

 

 



Eavesdropping - Message Interception  

(Attack on Confidentiality) 

 Unauthorized access to information 

 Packet sniffers and wiretappers 

 Illicit copying of files and programs 

A B 

Eavesdropper 



Integrity Attack - Tampering With Messages 

 Stop the flow of the message 

 Delay and optionally modify the message 

 Release the message again 

A B 

Perpetrator 



Authenticity Attack - Fabrication 

 Unauthorized assumption of other’s identity 

 Generate and distribute objects under this 

identity 

A B 

Masquerader: from A 



Attack on Availability 

 Destroy hardware (cutting fiber) or software 

 Modify software in a subtle way (alias commands) 

 Corrupt packets in transit 

 

 

 

 

 

 Denial of service (DoS): 

◦ Crashing the server 

◦ Overwhelm the server (use up its resource) 

A B 



Classify Security Attacks as 

 Passive attacks - eavesdropping on, or monitoring 

of, transmissions to: 

◦ obtain message contents, or 

◦ monitor traffic flows 

 

 Active attacks – modification of data stream to: 

◦ masquerade of one entity as some other 

◦ re-play previous messages 

◦ modify messages in transit 

◦ denial of service 



Security Policy and Mechanism 

 Policy: a statement of what is, and is not allowed 
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Security Policy and Mechanism 

 Policy: a statement of what is, and is not allowed 

 

 Mechanism: a procedure, tool, or method of enforcing a policy 

 

 Security mechanisms implement functions that help prevent, 
detect, and respond to recovery from security attacks 

 

 Security functions are typically made available to users as a set 
of security services through APIs or integrated interfaces. 

 

 Cryptography underlies many  

    security mechanisms 



Security Services 

 Authentication - assurance that the communicating entity is 
the one claimed 
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Security Services 

 Authentication - assurance that the communicating entity is 
the one claimed 

 

 Access Control - prevention of the unauthorized use of a 
resource 

 

 Data Confidentiality –protection of data from unauthorized 
disclosure 

 

 Data Integrity - assurance that data received is as sent by an 
authorized entity 

 

 Non-Repudiation - protection against denial by 

    one of the parties in a communication 



Security Mechanisms 

 Pervasive security mechanisms: 

 

 Specific security mechanisms: 

 



Security Mechanisms 

 Pervasive security mechanisms: 

 

 Specific security mechanisms: 

 

◦ Encipherment 

◦ Digital signatures 

◦ Access controls 

◦ Data integrity 

◦ Authentication exchange 

◦ Traffic padding 

◦ Routing control 

◦ Notarization 



Security Mechanisms 

 Pervasive security mechanisms: 

 

◦ Trusted functionality 

◦ Security labels 

◦ Event detection 

◦ Security audit trails 

◦ Security recovery 

 Specific security mechanisms: 
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 Using this model requires us to… 
 

◦ Design a suitable algorithm for the security transformation  

 

◦ Generate the secret information (keys) used by the algorithm  

 

◦ Develop methods to distribute and share the secret 

information  

 

◦ Specify a protocol enabling the principals to use the 

transformation and secret information for a security service  

General Model for Network Security 
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 Using this model requires us to:  

◦ Select appropriate gatekeeper functions to identify 

users  

 

◦ Implement security controls to ensure only 

authorised users access designated information or 

resources  
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 Using this model requires us to:  

◦ Select appropriate gatekeeper functions to identify 

users  

 

◦ Implement security controls to ensure only 

authorised users access designated information or 

resources  

 

 Trusted computer systems can be used to 

implement this model  

 

General Model for Access Security 



General Model for Access Security 
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How to Make a System Trustworthy 

 Specification 

◦ A statement of desired functions 

 Design 

◦ A translation of specifications to a set of components 

 Implementation 

◦ Realization of a system that satisfies the design 

 Assurance 

◦ The process to insure that the above steps are 
carried out correctly 

◦ Inspections, proofs, testing, etc. 



The Security Life Cycle 

 The iterations of… 

 Threats 

 Policy 

 Specification 

 Design 

 Implementation 

 Operation and maintenance 



 با تشکر

 پرسش و پاسخ


