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 There is growing demand for networked systems, with consumers ever 

more dependent on Internet connectivity

 However, communication devices vary in their functionality, mobility 

and resource constraints, while networks vary in their architectures

Bio-Inspired Networks



 Applications often work in a large scale among different devices, 

which requires effective coordination, efficient resource utilization, 

robust failure handling, and adaptive

 As a result, new designs in the computer networking field must be 

more scalable, adaptive and robust to provide effective and efficient 

services despite…

◦ potential failures and dynamic changes caused by high heterogeneity 

and large scale networks

Bio-Inspired Networks



Some the Important Challenges in Future Networks

 Mobility

 Resource Constrains

 Potential Failures

 Dynamic Changes

 High Heterogeneity 

 Large Scale

 …

Some of the Expected Featured for Future Networks

 Scalability

 Robust to Failures

 Self Healing

 Self Organizing (SO)

 Effectiveness

 be Adaptive

 Handling heterogeneity

 …



 Employing simple and sometimes identical operating rule sets to guide 

each individual to perform local observations and interactions with 

others to collaboratively produce effective and efficient operational 

patterns toward the goals of the entire group

Features of Biological Phenomena

 Classic Routing in Large-Scale 

Ad-hoc Networks

◦ Not scalable

◦ Many Flooding Messages

◦ Large routing tables

 Bio-Inspired Routing in Large-

Scale Ad-hoc Networks

◦ Clustering

◦ Reactive in-group routing

◦ Scalable

◦ Adaptive to changes



 Performance Optimization

 Reducing Energy consumption

 Enhancing robustness of heterogeneous networks

 E.g. Could /Grid / Distributed Systems

Generally …

 Large-scale networks/nodes/parameters

 Extreme complexity

Suitable problems



 These systems are composed of a large number of distributed and 

heterogeneous entities

 It is inefficient (Not Suitable) to tune the parameters of each entity 

through a centralized or a top-to-bottom hierarchical control 

 Bio-Inspired and Self-Organized control has each entity individually 

tune its parameters to collaboratively implement system operational 

goals 

 These techniques enable quick decisions to react to failures of other 

entities, providing robustness to the entire system

How it works in the nature …



Immunity: Immune systems of vertebrate animals (مهره داران) …

◦ are able to block potentially harmful proteins from entering their 

bodies

◦ are able to identify and destroy the potentially harmful proteins 

that enter their bodies

◦ are able to stay immune to the same types of potentially harmful 

proteins that have been terminated before

Examples… (1/9)



Homeostasis: most biological systems are able to maintain a stable 

status by taking actions upon the observed continuous changes in their 

internal and external environments

Examples… (2/9)



Cellular signaling pathways: cells of organisms …

 can communicate with each other at the molecular level based on 

simple response rules toward different types of messages

 this communication pattern can lead to a self-organized, coordinated 

system behavior

Examples… (3/9)



Division of labor: in societies of insects, such as ant and honeybee 

colonies…

 different tasks are performed simultaneously by individuals that are 

better equipped for a given task

 while the entire decision making process is executed distributive by 

each individual

Examples… (4/9)



Pattern formation: various patterns on the surfaces (or in the 

structures of bodies of fish and mammals) are created simply based on 

the spatial distribution of special chemicals 

Examples… (5/9)



Corpse clustering and brood sorting: some insects 

 are able to form “cemeteries” to “clean the nest”, 

 and are able to gather the larvae (الرو) according to their sizes, 

 which is achieved by each individual insects performing pick up 

and drop off behaviors 

Examples… (6/9)



Foraging: insects 

 are able to find the shortest paths to food sites through stigmergy
behaviors, 

 in which individuals indirectly communicate with each other 

through the environment, which they modify and react to

Examples… (7/9)



Synchronicity: many biological systems show synchronized behaviors 

purely based on the local observation and adjustment of individuals

Examples… (8/9)



Chemotaxis and multicellular embryogenesis: identical embryonic

( نینیج ) cells 

 are able to differentiate to form different structures of the body

 are able to produce spacing patterns throughout the organism

 are able to repair wounds and regenerate themselves based on the 

ability of neighboring cells to detect regional death, according to 

the distribution of chemicals in their local environment and are able 

to respond accordingly

Examples… (9/9)



1. The spreading pattern of infectious diseases in Epidemics can be used 

to design data forwarding protocols for disconnected or intermittently 

connected networks

2. The population relationship among different competing predators and 

their prey in Predator-prey interactions can be employed for 

coordinating nodes that compete for limited resources in the network

3. The population relationship among coexisting bacteria in a shared 
medium in Biological symbiosis (همزیستی) can be applied to coordinate 

the behavior of nodes that rely on each other in computer networks

Examples…

◦ Dynamic spectrum access schemes for cognitive radios in the MAC layer 

◦ Cooperation models for different types of peer-to-peer file-sharing networks in the application layer

Patterns and Relationships among individuals 

in biological colonies that could be used in 

existing computer networking applications
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