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 Applications often work in a large scale among different devices, 

which requires effective coordination, efficient resource utilization, 

robust failure handling, and adaptive

 As a result, new designs in the computer networking field must be 

more scalable, adaptive and robust to provide effective and efficient 

services

Future Networks



Challenges in the Future Networks can be categorized as 

follows:

1. Large scale networking

2. Dynamic Nature

3. Resource Constraints

4. Infrastructure-less and Autonomous Operation

5. Heterogeneous Architectures

6. Communication on the Micro Level

Challenges in the Future 

Networks 



 One of the main challenges is the size of the networking 

systems

 which connect huge number of users and devices in a 

preferably single, omni-comprehensive network

 The size of this omni-comprehensive network, in terms of 

both number of nodes and running services, is expected to 

exceed of the current Internet capacity

Large scale networking



 WSN networks are generally composed of a large number 

of sensor nodes (e.g. 100 to 100,000 nodes)

 The first direct consequence of such large scales is the huge 

amount of traffic load

 This could easily exceed the network capacity

Example 1 (WSN)



 Communication reliability due to packet losses by 

◦ collisions in the local wireless channel 

◦ congestion along the path from the event field towards the sink

 Selection of the appropriate set and number of nodes and 

their reporting frequency for reliable yet efficient 

communication

Example 1 (WSN)



 Find the optimal routes, if possible, in order to keep the 

communication overhead at acceptable levels 

◦ dissemination of a large amount of information

 As the network scale expands …

◦ the number of possible paths, 

◦ the search space for the optimal route

◦ the number of routing tables to maintain

◦ the amount of traffic for table updates increase

Example 1 (WSN)



 Large scale networks cannot be manually realized

 Hence, networking mechanisms must be scalable and 

adaptive to variations in the network size

Large scale networking 
(Cont.)



 Unlike the early communication systems composed of a 

transmitter/receiver pair and communication channel, 

which are all static, …

 The existing and the envisioned networking architectures 

are highly dynamic in terms of 

◦ Node behaviors

◦ Traffic patterns

◦ Bandwidth demand 

◦ Channel requirements

◦ Network conditions

Dynamic Nature



 According to the mobility patterns of the nodes

◦ Network dimensions

◦ Environmental parameters

◦ Radio ranges

◦ Communication links 

◦ Channel conditions 

◦ Link qualities

 … may frequently changes and become obsolete in mobile 

ad hoc networks

Dynamic Nature



 If traditional static approaches are employed in these 

situations (varying load) it may result in inefficient 

capacity utilization

 Therefore the communication techniques need to be 

adaptive to the dynamics of the specific networking 

environment

Dynamic Nature



 As the communication technologies evolve, demands posed 

upon the networks also drastically increase in terms of the 

◦ set of available services, 

◦ service quality including 

 required bandwidth capacity, and network lifetime

 For example, the current Internet can no longer respond to 

every demand as its capacity is almost exceeded by the 

total traffic created

◦ E.g. IP Addresses

Resource Constraints



 In wireless networking, fixed spectrum assignment-based 

traditional wireless communications has become 

insufficient in accommodating a wide range of radio 

communication requests

 Cognitive radio networks with dynamic spectrum 

management and access has been proposed and is currently 

being designed in order to improve utilization of spectrum 

resources

Resource Constraints



 However, still the networks composed of nodes that are 

inherently constrained in terms of energy and 

communication resources. Examples are …

 WSNs 

 MANETs  

 nano-scale and molecular communication networks 

 …

 These limitations directly bound their performance and 

mandate for intelligent resource allocation mechanisms

 The biological systems provide mechanisms and solution 

approaches which address the trade-off between the high 

demand and limited supply of resources

Resource Constraints



 With significant increase in network dimensions both 

spatially and in the number of nodes, centralized control of 

communication becomes unpractical

 These networking environments mandate for distributed 

communication and networking algorithms which can 

effectively function without any help from a centralized 

unit

Infrastructure-less and 

Autonomous Operation



 Some networks are by definition free from infrastructure 

such as …
 wireless ad hoc networks 

 Delay Tolerant Networks 

 Wireless Sensor Networks (WSNs) 

 Some have a heterogeneous, mostly distributed and non-

unified system architecture such as …
 cognitive radio networks 

 wireless mesh networks

 WiMAX

Infrastructure-less and 

Autonomous Operation



 At the same time, communication networks are subject

 to failure either by device malfunction, or capacity 

overloading 

 The network may also cause heavy congestion, blocking 

the connections

Infrastructure-less and 

Autonomous Operation



 In most cases, networks are expected to continue their 

operation without any interruption due to these potential 

failures

 Considering the dynamic nature, lack of infrastructure, and 

impracticality of centralized communication control, it is 

clear that networks must be capable of re-organizing and 

healing themselves to be able to resume their operation

 Hence, the existing and next generation information 

networks must have the capabilities of self-organization, 

self-evolution and survivability

Infrastructure-less and 

Autonomous Operation



 Inherent features of many biological systems stand as 

promising solutions for these challenges

Infrastructure-less and 

Autonomous Operation



 It results extremely complex global behavior, emerging 

from the diverse range of network elements and large 

number of possible interactions among them

 Next generation communication systems are generally 

envisioned to be composed of a vast class of  

communicating devices differing in their 

◦ Communication

◦ Storage

◦ Processing capabilities 

◦ …

 ranging from Radio Frequency Identification (RFID) devices and simple 

Sensors to Mobile vehicles equipped with broadband wireless access

devices

Heterogeneous architectures



 The Internet of things (IoT) is defined as a vision of 

network of objects which extends the Internet capabilities 

into our daily lives transforming our environment into a 

large-scale wireless networks of uniquely identifiable 

objects

 One of the main research problems for the realization of the 

vision of IoT is that it will exhibit high degrees of 

heterogeneity in terms of node types

 e.g., ranging from Smart Household Appliances to even consumer 

goods such as a yogurt

Heterogeneous architectures



 Similarly, cognitive radio networks involve the design of 

new communication techniques to realize the co-existence 

of different wireless systems communicating on 

overlapping spectrum bands with an ultimate objective of 

maximizing the spectrum utilization

 Wireless Mesh Networks and WiMAX are also expected to 

be composed of heterogeneous communication devices and 

algorithms

 Vehicular Ad Hoc Networks (VANETs) exhibit significant 

levels of heterogeneity in terms of wireless communication 

technologies in use and mobility patterns of ad hoc 

vehicles

Heterogeneous architectures



 Such heterogeneity and asymmetry in terms of capabilities, 

communication devices and techniques need to be 

understood, modeled and effectively managed

Heterogeneous architectures



 With the advances in micro- and nano-technologies, 

electro-mechanical devices have been downscaled to micro 

and nano levels

 Consequently, there exist many micro-electro-mechanical 

systems (MEMS) and nano-electro-mechanical systems 

(NEMS) and devices with a variety of applications

 Capabilities for communication and networking at micro 

even at nano scales become necessary in order to enable 

micro and nano devices to cooperate and hence 

collaboratively realize certain common complex task which 

cannot be handled individually

Communication on the Micro Level



 In this regard, ‘‘nanonetworks” could be defined as a 

network composed of nano-scale machines, i.e., nano-

machines, cooperatively communicating with each other 

and sharing information in order to fulfill a common 

objective

 While the communication and networking requirements at 

these scales might be similar from the functional 

perspective, …

 there exist significant differences between the 

communication at the traditional and micro/nano scales

Communication on the Micro Level



 The dimensions of nano-machines render conventional 

communication technologies such as electromagnetic wave, 

acoustic, inapplicable at these scales due to antenna size 

and channel limitations

 Furthermore, the communication medium and channel 

characteristics also show important deviations from the 

traditional cases due to the rules of physics governing these 

scales

Communication on the Micro Level



 The main idea of nano-machines and nano-scale 

communications and networks have also been motivated 

and inspired by the biological systems and processes

 Hence, it is conceivable that the solutions for the 

challenges in communication and networking at micro and 

nano-scales could also be developed through inspiration 

from the existing biological structures and communication 

mechanisms

Communication on the Micro Level



 In fact, many biological entities in organisms have similar 

structures with nano-machines

 For example, every living cell has the capability of sensing 

the environment, receiving external signals, performing 

certain tasks at nano-scales

 More importantly, based on transmission and reception of 

molecules, cells in a biological organism may establish 

cellular signaling networks, through which they can 

communicate in order to realize more complex and vital 

tasks

Communication on the Micro Level
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