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: Internet (IP) < 4y

FTP | SMTP | DNS RIP | SNMP

TCP

Internet Protocol
(IP)

PPP

UDP

Ethernet = (Async/ E’:E ATM
Modem) Y
- TCP/IP Protocol Suite ~

Dr Seyed Reza Kamel
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To convert invalid IP addresses to valid IP addresses:
e NAT

* Proxy

« Tunneling
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To converiGnvalid IP addresseta(valid IP addresses: >

° Non-routable Routable
On the Internet On the Internet

« Tunneling
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 « NAT O
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« Tunneling
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< C | © www.google.com/#riz=1C2GGGE_enIR445NL455&hl=en&source=hp&g=what+is+my+IPaddress2 3F&btnG=Goo

+You Web Images Videos Maps MNews Gmal More ~

GO\ ;g[e what is my |IPaddress? ¢ “
Search About 1,880,000,000 results (0-2\seconds
I Everything Did you mean: what is my /P adi§ess?
Images _
What Is My IP Address? L ookup [R. Hide IP, Change IP, Trace |IP and ...
Maps whatismyipaddress.com/
_ IP address lookup, location, proxy detection,\gmail tracing, IP hiding tips, blacklist
Videos check, speed test, and forums. Find, get, and§how my IP address.
Flmsnam ] e T AR [IE R R e LI I e | TRt I~

So,What is my valid IP Address?
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192.168.0.3

NAT Service

IP Packet1 __ _ _ _ _ > [P Packet 1
Source: Source: 20.12.1.1
})92:[1_ 68#_).3 NAT Destination:
estination: 10.1.1.5
10.1.1.5 Router
ST= Internet
. J
20.12.1.1
IP Packet 2 ’ IP Packet 2
IS)ourc';e: 10.1.1.5 Source: 10.1.1.5
estination: — — —— e ation.
192.168.0.3 Destination:
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NAT Service

IP Packet 1 _— — _ _ _ > [P Packet 1
Source: Source: 20.12.1.1
192.168.0.3 NAT Destination:
?[;esltilngtion: Router 10.1.1.5

Internet

SEE=
.
1P Pacl:;et 2 IP Packet 2
192.168.0.3) Source: 10.1.1.5 Source: 10.1.1.5
Destination: «— — — estination:

To convert(jnvalid IP addre@t valid IP address@




NAT Router

Internal Network
Private IPv4 Address Space

Internet
Public IPv4 Address Space

NAT Translations

Private Addresses Classes

www.DrKamel.ir

10.0.0.0 — 10.255.255.255 10.0.0.0/8
172.16.0.0 — 172.31.255.255 172.16.0.0/12
192.168.0.0 — 192.168.255.255 192.168.0.0/16

Dr Seyed Reza Kamel
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Stub Network: Only one exit point NAT-enabled border
to the internet router
Private Address Space Public Address Space

209.165.201.1

10.1.1.0/30 Internet

Server

192.168.10.0/24 192.168.11.0/24

f &
192.168.10.10 192.168.11.10
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NAT includes four types of addresses:
* Inside local address

* Inside global address

 Qutside local address

 Qutside global address

NAT terminology is always applied from the perspective of the device with the
translated address:

* Inside address - The address of the device which is being translated by NAT.
« OQutside address - The address of the destination device.

« Local address - Alocal address is any address that appears on the inside portion
of the network.

 Global address - A global address is any address that appears on the outside
portion of the network.



(S G581 o35 5l 6o

eInside local address

*The address of the source as seen from inside the network.This is typically a private IPv4 address.The
inside local address of PC1 is 192.168.10.10.

°Inside global addresses

*The address of source as seen from the outside network.The inside global address of PCl1 is
209.165.200.226

*Outside global address

*The address of the destination as seen from the outside network.The outside global address of the
web server is 209.165.201.1

*Qutside local address

*The address of the destination as seen from the inside network. PC| sends traffic to the web server
at the IPv4 address 209.165.201.1.While uncommon, this address could be different than the globally
routable address of the destination.
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SA DA SA DA
Inside Local QOutside Local Inside Global QOutside Global
192.168.10.10 209.165.201.1 209.165.200.226 209.165.201.1
DA SA | DA SA
Inside Local QOutside Local | Inside Global Outside Global
192.168.10.10 209.165.201.1 : 209.165.200.226 209.165.201.1
|

Inside Network

| Outside Network
|

209.165.200.226
Q_C }7 a‘ Internet

192.168.10.10

R2 NAT Table

PC1

Inside Global Inside Local
Address Address

Web Server
Outside Local Outside Global Web Server
Address Address 209.165.201.1

209.165.200.226 192.168.10.10 209.165.201.1 209.165.201.1
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STATIC NAT

« Static NAT uses a one-to-one mapping of local and global addresses configured
by the network administrator that remain constant.

« Static NAT is useful for web servers or devices that must have a consistent
address that is accessible from the internet, such as a company web server.

* |t is also useful for devices that must be accessible by authorized personnel
when offsite, but not by the general public on the internet.
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STATIC NAT Inside Outside

C:\> ssh 209.165.200.226

Svrl Static NAT Translation

192.168.10.10

=

192.168.10.11

=

192.168.10.12

Internet

Static NAT Table

Inside Local Address Inside Global Address - Addresses reachable via R2
192.168.10.10 209.165.200.226

192.168.10.11 209.165.200.227

192.168.10.12 209.165.200.228
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DYNAMIC NAT

» Dynamic NAT uses a pool of public addresses and assigns them on a first-
come, first-served basis.

 When an inside device requests access to an outside network, dynamic NAT
assigns an available public IPv4 address from the pool.

» The other addresses in the pool are still available for use.

Note: Dynamic NAT requires that enough public addresses are available to
satisfy the total number of simultaneous user sessions.
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DYNAMIC NAT

Inside

192.168.10.10

192.168.10.11

"

oo NAT L Ghigy gl

Outside

Dynamic NAT Translation
Svri

o &

|- 25

192.168.10.12

IPv4 NAT Pool

Inside Local Address

192.168.10.12

Available
Available
Available

Available

Inside Global Address Pool - Addresses reachable via R2
209.165.200.226
209.165.200.227
209.165.200.228
209.165.200.229
209.165.200.230
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Port Address Translation

« Port Address Translation (PAT), also known as NAT overload, maps multiple
private IPv4 addresses to a single public IPv4 address or a few addresses

« With PAT, when the NAT router receives a packet from the client, it uses the
source port number to uniquely identify the specific NAT translation

» PAT ensures that devices use a different TCP port number for each session
with a server on the internet.
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Port Address Translation

Inside Outside

g 209.165.201.1
»
192.168.10.10

Internet ?

Q. Swr2

192.168.10.11 209.165.202.129
MNAT Table with Overload
Inside Local IP Inside Global IP Outside Local IP QOutside Global IP
Address Address Address Address

192.168.10.10:1555 209.165.200.226:1555 209.165.201.1:80 209.165.201.1:80
192.168.10.11:1331 209.165.200.226:1331 209.165.202.129:80 209.165.202.129:80
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Port Address Translation

 Next Available Port

PAT attempts to preserve the original source port. If the original
source port is already used, PAT assigns the first available port
number starting from the beginning of the appropriate port group 0-
511, 512-1,023, or 1,024-65,535.

When there are no more ports available and there is more than one
external address in the address pool, PAT moves to the next address
to try to allocate the original source port.

The process continues until there are no more available ports or
external IPv4 addresses in the address pool.
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Port Address Translation

* Next Available Port

Inside

Swrl ' Outside

192.168.10.10
ﬁ " ‘ Internet P
;.

192.168.10.11

NAT Table with Overload

Inside Global IP

‘Q_ Address Inside Local IP Address
-

162 168.10.12 209.165.200.226:1444  192.168.10.11:1444

209.165.200.226:1445 192.168.10.12:1444
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Summary of the differences between NAT

and PAT. One-to-one mapping between One Inside Global address
. Inside Local and Inside Global can be mapped to many
NAT - Only modifies the IPv4 addresses addresses. Inside Local addresses.

i . Uses IPv4 addresses and
Inside Global Address Inside Local Address Uses only IPv4 addresses in

TCP or UDP source port

209.165.200.226 192.168.10.10 translation process. numbers in translation
process.
A unique Inside Global A single unique Inside Global
PAT - PAT modifies both the IPv4 address and the address is required for each address can be shared by
port number. ms@e host accessing the many |ns:|de hosts accessing
outside network. the outside network.

Inside Global Address Inside Local Address

209.165.200.226:2031 192.168.10.10:2031
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 NAT

* Proxy

« Tunneling
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 NAT
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Cl'unneling (VP@




VPN

-; %" What Is My IP Address? Look: B

ddress.com

lam
HERE

In the world

What Is My IP Address? (Now detects many pgedy servers)

(T AR RRLEN N 5

i J[ﬁ] E e gl
i, =t Kie
+ B ER
Merhaven © Hamburg
(+] [+ e

|
=]

Lo

i =) o
) g Bremen @ Lineburg
SEEgiEr AR I.'
7 o Am;_?pam €, Osnabrisck l:_"\Ha nove
Ipswich el e =] ]
B a Metherlands @ Bielefeld
armal "-.I
gtol-— S’ 10 Basildon Eindhoven  Viersen @ Dortmund
. Belgium/ Germany
Iy o Eaatb-mme“-'”? 9 L Q@ Cologne .
oL e Lie?g&ﬁa":he“ O Fulda
Charlero] " ' © Frankfurt
: SN e beurg o
(e eyeila Amiens Reinrg | el o Wirzburg o,
Cadnd/ASuen @ Metz oMap B Eisins of Use

Dl

Location not accurate? Try: Update IP Location

IP Information: 83.149.126.32

5P LeaseWeb BV
Organization: LeaseWeb
Connection

Servicesblebaade Sharing Device

City: Amsterdam

Regil miand
Country: Netherlands

83.149.126.32

Additional IP D
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ddress.com

What Is My IP Address? (Now detecis many proxy servers)

T

.@ i IP Information: 83.149.126.32

ieFER 42 | ISP LeaseWeb B.V.
+ CUKREWER — . :
@ ':‘a_ sremarhven © Hamburg 4 Organization: LeaseWeb
o o )
) Graningen Egremen o Luneohurg Connection
:_n:gster Nnrawl:h Ams?ﬁam o Hango= Servires Network Sharinn Nevice
' ~Osnabrick g
X Ipswich ey A =] -
By 8, Neth ds o Biglefeld x .

o
stol o Basildan |
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Lo @ Liege fA@Chen i / g
SRR VLR i ISP~ Toos-Ashena Co. Ltd
ol Amiens| "2 e PR g } “ Turkmenabat,  © = . .
Cadne " hsuen “n"._" Metz Ohtep Bste i \ . L )
Location not accurate? Try: Update [P Loc ! ’:_;T‘E,Ehat : ol ol Qaﬂlaatll_lﬂ Toos-Ashena Co. Ltd.
1] — .
| Mg ¢ SMLJEE Connection
DSae e MaDhat— T Services: None Detected
° o o & | . Ma .
Tllllllellng 1% ' Neyshabar ‘L.L Maymana@ Sh City- Mashhad
i fQarehye, Redic
. [ Chagehar: Region: Khorasan | |
N f{ o ©onmbeh ©pa Country: Iran, Islamic Republic of

Herat Afghar
F © Sabzawar

e ol Balh Boluk & Day Chope 31.25.88.189 Additional |
irait ol Map Data - Tegms.of Use
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ARP: Address Resolution Protocol
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ARP: Address Resolution Protocol

lireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix . :
Necrnintinn * Tntal(RY UiF1 Lank 1@@@ BGN

Physicél Addres : BB-26-C7-E7-67-08




[ Address Resolution Protocol :

ARP JSJ,)J

JUst JUIS g5, IP slgm ol 05 glins g @

ARP JSSJJ'.’,“'&':B}.

IPwJJT bi)} SdJNMJsdjjfﬁ‘JéMdb)‘ C
233050 IP sl b opdle Grasly woyls H1 3 s, 90 il
MO-LUSJL&J| ‘5‘]3 .5‘9.‘5- ‘;"'}é uﬂ).}‘ Ju)‘jdu‘)‘w

192.31.65.7 192.3\1.65.5

1

CS Router has
2 |P addresses

2

192.31.60.4
192.31.65.1

E1

E2

CS Ethernet
192.31.65.0

To WAN

Campus
FDDI ring
192.31.60.0

EE Router has
2 |IP addresses

192.31.60.7
192.31.63.3

192.31.63.8
e

3 4

Ethernet

EE Ethernet
192.31.63.0

E5 E6 addresses




leiis ARP S35« 5,8 e )15 IP S5 555 45 ICMP S35, O35
ujj.ajoMAJa-bARPMQ&‘&S@J&G‘;&}Q%YJSSJJ% I £
.b_,.&dod‘.w)‘ JUS ‘_53‘)3415J§J‘J3‘;<.¢}:5 %Yﬁ}j‘nbw

ARP Layout

MAC Header Data Field (Payload) \

e &Y b 0500 ARPLy 33 5515 S8
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Hardware Type

Protocol Type

Hardware Address
Length

Protocol Address
Length

Operation Code

Source Hardware Address

Source IP Address

Destination Hardware Address

Destination IP Address
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RARP: Revers Address Resolution Protocol

llireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix . :
Necrnintinn * Tntal(RY WiF1 Lank 1@@@ BGN

Physical Address




[ Reverse Address Resolution Protocol : RARP JS§g ¢ }

it g 15 0T TP oyl 805 Wl 1y G585 3500 (S 5b ol ol @
b oy pS1 5 s S Jlayl e
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éwlg):%wbjﬁ 1, Qs o S 5 ‘Jﬂjé’{d‘;’)ﬂ))cm:wM
Lils S »» RARP Reply s & LJB 551y 555 IP o jsl O &

b g adll 5 uzs Local Broadcast s 31 65 51 RARP, ARP glaw, 429
.M&J&&Jﬂ@o:jw):hﬁj&ﬁ‘;&ﬁ;«%gw




Sed 551381 oy gla o8

(o S pliy 0SS5 U0
ICMP: Internet Contorol Message Protocol



Sed 551381 oy gla o8

(S play IS5 53 IS0
ICMP: Internet Contorol Message Protocol

35 (e o) Ly (e (g el ) i (g e SS90 il ) e
rdalid S ) 1) Gl 5o bl )l il Cumia s () 55 (o0 SS90 () D) ealdial e
(Ms) 4l e ay Sl yalald o
(Number of HOps) <l alaxi by (i y dawi dn (L e g2 alald o
(Packet Loss) W 4iw Sai S # 5 o
BECQ N AN D



ICMP: Internet Contorol Message Protocol
[eh C\Windows\system32\cmd.exe

C:sUserssacerrping 192.9.2.3

IPinging 122.2.9.3 with 32 hytes of data:

Reply from 192.2.2.3: bytes=32 time=365ms TTL=239
Reply from 192.2.7.3: bytes=32 time=36"Yms TIL=239
Reply from 192.2.7.3: bytes=32 time=356ms TTL=239
Request timed out.

Ping statistics for 192.9.%2.3:

Packets: Sent = 4, Received = 3, Lost = 1 <25« loss).
Approximate round trip times in milli—seconds:

Minimum = 356ms, HMaximum = 36Pms,. Average = 362ms

C:sUserssacer»ping www . .msn..com

Pinging wus.col.chd.glbhdns.microsoft.com [65.55.17.25]1 with 32 bytes of data:
Reply from 65.55.1%7.25: hytes=32 time=411m= TTL=23%

Reply from 65.55.17.25: bytes=32 time=428mz TTL=237

Request timed out.

Reply from 65.55.17.25: bytes=32 time=414dmsz TTL=237

Ping statistics for 65.55.17.25:

Packet=z: Sent = 4, Received = 3, Lost =1 {25% lossz).
Approximate round trip times in milli—seconds:

Minimum = Hims,. Maximum = 428ms. HAverage = 415ms

C=sUserssacepr:

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>
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ICMP: Internet Contorol Message Protocol

[eh C\Windows\system32\cmd.exe

C:sUserssacerrping 192.9.2.3

Pinging 192.9.2.3 with 32 bytes of data:

Reply from 192.2.2.3: bytes=32 time=365ms TTL=239
Reply from 192.2.7.3: bytes=32 time=36"Yms TIL=239
Reply from 192.2.7.3: bytes=32 time=356ms TTL=239
Request timed out.

Ping statistics for 192.9.%2.3:

Packets: Sent = 4, Received = 3, Lost = 1 <25« loss).
Approximate round trip times in milli—seconds:

Minimum = 356ms, HMaximum = 36Pms,. Average = 362ms

C:sUserssacer»ping www . .msn..com

Pinging wus.col.chd.glbhdns.microsoft.com [65.55.17.25]1 with 32 bytes of data:
Reply from 65.55.1%7.25: hytes=32 time=411m= TTL=23%

Reply from 65.55.17.25: bytes=32 time=428mz TTL=237

Request timed out.

Reply from 65.55.17.25: bytes=32 time=414dmsz TTL=237

Ping statistics for 65.55.17.25:

Packet=z: Sent = 4, Received = 3, Lost =1 {25% lossz).
Approximate round trip times in milli—seconds:

Minimum = Hims,. Maximum = 428ms. HAverage = 415ms

C=sUserssacepr:

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>
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ICMP: Internet Contorol Message Protocol

IPinging 122.2.9.3 with 32 hytes of data:

Reply from 192.2.2.3: bytes=32 time=365ms TTL=239
Reply from 192.2.7.3: bytes=32 time=36"Yms TIL=239
Reply from 192.2.7.3: bytes=32 time=356ms TTL=239
Request timed out.

Ping statistics for 192.9.%2.3:
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Minimum = 356ms, HMaximum = 36Pms,. Average = 362ms
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Pinging wus.col.chd.glbhdns.microsoft.com [65.55.17.25]1 with 32 bytes of data:
Reply from 65.55.1%7.25: hytes=32 time=411m= TTL=23%

Reply from 65.55.17.25: bytes=32 time=428mz TTL=237

Request timed out.
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Ping statistics for 65.55.17.25:
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Approximate round trip times in milli—seconds:
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C:\>tracert <IP Address> or <url>
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ICMP: Internet Contorol Message Protocol

L =10 x|

C:sUserssacerrping 192.9.2.3

Sed 551381 oy gla o8

Pinging 192.9.2.3 with 32 bytes of data:

Reply from 192.2.2.3: bytes=32 time=365ms TTL=239
Reply from 192.2.7.3: bytes=32 time=36"Yms TIL=239
Reply from 192.2.7.3: bytes=32 time=356ms TTL=239
Request timed out.

Ping statistics for 192.9.%2.3:

Packets: Sent = 4, Received = 3, Lost = 1 <25« loss).
Approximate round trip times in milli—seconds:

Minimum = 356ms, HMaximum = 36Pms,. Average = 362ms

dPinging ws.col.ch3.glbdns . microsoft.com [65.55.1%7.25]1 with 32 bhytes of data:
Reply from 65.55.1%7.25: hytes=32 time=411m= TTL=23%

Reply from 65.55.17.25: bytes=32 time=428mz TTL=237

Request timed out.

Reply from 65.55.17.25: bytes=32 time=414dmsz TTL=237

Ping statistics for 65.55.17.25:

Packet=z: Sent = 4, Received = 3, Lost =1 {25% lossz).
Approximate round trip times in milli—seconds:

Minimum = Hims,. Maximum = 428ms. HAverage = 415ms

C=sUserssacepr:

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[eh C\Windows\system32\cmd.exe

C:sUserssacerrping 192.9.2.3

Pinging 192.9.2.3 with 32 bytes of data:

Reply from 192.2.2.3: bytes=32 time=365ms TTL=239
Reply from 192.2.7.3: bytes=32 time=36"Yms TIL=239
Reply from 192.2.7.3: bytes=32 time=356ms TTL=239
Request timed out.

Ping statistics for 192.9.%2.3:

Packets: Sent = 4, Received = 3, Lost = 1 <25 loss>.
Approximate round trip times in milli—seconds:
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C:sUserssacer»ping www . .msn..com

Pinging wus.col.chd.glbhdns.microsoft.com [65.55.17.25]1 with 3§ bytes of data:
Reply from 65.55.1%7.25: hytes=32 time=411m= TTL=23%

Reply from 65.55.17.25: bytes=32 time=428mz TTL=237

Request timed out.

Reply from 65.55.17.25: bytes=32 time=414dmsz TTL=237

Ping statistics for 65.55.17.25:

Packet=z: Sent = 4, Received = 3, Lost =1 {25% lossz).
Approximate round trip times in milli—seconds:

Minimum = Hims,. Maximum = 428ms. HAverage = 415ms

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>

Sed 551381 oy gla o8

=10 x|




ICMP: Internet Contorol Message Protocol M 6)\)’5\ ‘aj.’ (5\.:25 ol§_x.3_>
-0 x]

C:sUserssacerrping 192.9.2.3

IPinging 122.2.9.3 with 32 hytes of data:

Reply from 192.2.2.3: bytes=32 time=365ms TTL=239
Reply from 192.2.7.3: bytes=32 time=36"Yms TIL=239
Reply from 192.2.7.3: bytes=32 time=356ms TTL=239
Request timed out.

Ping statistics fur 192.2.9.3:
I Packet=z: Sent 4. Received = 3. Lost = 1 €£25¢ loss>.
|prrux1mate round tPlp times 1n milli—=seconds:

Minimum = 3LAme Mawvimum = 36%Yms . Huepage 362m=

C:sUserssacer»ping www . .msn..com

Pinging wus.col.chd.glbhdns.microsoft.com [65.55.17.25]1 with 3§ bytes of data:
Reply from 65.55.17.25: bhytes=32 time=411im=s TTL=237
7.25: bytes=32 time=428mz TTL=237

™17 .25 bytes=32 time=414ms TTL=237

Ping statistics for 65.55.17.25:

Packet=z: Sent = 4, Received = 3, Lost =1 {25% lossz).
Approximate round trip times in milli—seconds:

Minimum = Hims,. Maximum = 428ms. HAverage = 415ms

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Sed 551381 oy gla o8

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811
over a maximum of 38 hops:

3 ms 1 ms 1 192.168.1.1
LH ms LH ms LH 192 .168.96.1
L3 ms L4 ms 54 172.16.21.1
21 ms B8 ms 21 172.16.35.4
87 ms 8 ms 87 deci-—mashhad.aftab.ws [82_.115.22.11
22 ms 22 ms i) 217.212.64.115
23 ms 21 2 217.218.158 .42
75 ms » e 18.18.53 .61
* 198 m=s 193 static.turktelekom.com.tyr [212.156.98.291
19, Egg? mns 197 198 turktelekom—ic—-143692-adm—-h5.c.telia.net [B@.239
11 212 m=s 208 m=s 200 m= adm—b5-1link.telia.net [8B.232.193.20811
5%% 276 ms 279 288 gyahoo—ic—141865—adm—bh5.c.telia.net [213.248.71.1
13 298 m=s 314 385 UNENHOWM-66—126—65—% .vahoo.com [66.196.65.811
14 298 n= 293 292 ae—1.msrl.ird.valoo.com [66.126.67.2311
15 308 n= 383 a7 te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891
16 387 nm= 324 325 ird . fp.vip.ird.yahoo.com [B7.248.112.1811

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Sed 551381 oy gla o8

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811
over a maximum of 38 hops:

3 ms 1 ms 1 192.168.1.1
LH ms LH ms LH 192 .168.96.1
L3 ms L4 ms 54 172.16.21.1
21 ms B8 ms 21 172.16.35.4
87 ms 8 ms 87 deci-—mashhad.aftab.ws [82_.115.22.11
22 ms 22 ms i) 217.212.64.115
23 ms 21 2 217.218.158 .42
75 ms » e 18.18.53 .61
* 198 m=s 193 static.turktelekom.com.tyr [212.156.98.291
19, Egg? mns 197 198 turktelekom—ic—-143692-adm—-h5.c.telia.net [B@.239
11 212 m=s 208 m=s 200 m= adm—b5-1link.telia.net [8B.232.193.20811
5%% 276 ms 279 288 gyahoo—ic—141865—adm—bh5.c.telia.net [213.248.71.1
13 298 m=s 314 385 UNENHOWM-66—126—65—% .vahoo.com [66.196.65.811
14 298 n= 293 292 ae—1.msrl.ird.valoo.com [66.126.67.2311
15 308 n= 383 a7 te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891
16 387 nm= 324 325 ird . fp.vip.ird.yahoo.com [B7.248.112.1811

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Sed 551381 oy gla o8

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811

nuer A mavimoam nf T hoane =

. 3 ms 1 ms 1 192.168.1.1
L3 ms L4 ms 54 172.16.21.1
21 ms B8 ms 21 172.16.35.4
87 ms 8 ms 87 deci-—mashhad.aftab.ws [82_.115.22.11
22 ms 22 ms i) 217.212.64.115
23 ms 21 2 217.218.158 .42
75 ms » e 18.18.53 .61
* 5 static.turktelekom.com.tyr [212.156.98.291
208 m=s turktelekom—ic—-143692-adm—-h5.c.telia.net [B@.239
193.2821
11 212 m=s 5 £ adm—bh5-link.telia.net [BB.239.193.2811
5%% 276 ms gyahoo—ic—141865—adm—bh5.c.telia.net [213.248.71.1
13 298 m=s UNENHOWM-66—126—65—% .vahoo.com [66.196.65.811
14 298 n= ae—1.msrl.ird.valoo.com [66.126.67.2311
15 308 n= te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891
16 387 nm= ird . fp.vip.ird.yahoo.com [B7.248.112.1811

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Sed 551381 oy gla o8

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811
over a maximum of 38 hops:

[ 1] £~3 [ 11 E~3 A S AU ol =L

LA ms LA ms LA 122 .168.96.1
LY e [ CA 1799 46 24 A
Y1 m= 38 m= 71 172 . 16.35.4
B89 ms 0 ms 8% dci—mashhad.aftab.ws [B2.115.22.11
72 ms 22 ms 8 217.2172.64.115
7?3 ms 71 72 217.218.158 .42
75 ms * oS 18.18.53 .61
3* 198 m= 193 static.turktelekom.com.tyr [212.156.96.291
153 Egg? ms 19% 198 turktelekom—ic—-143692-adm—h5.c.telia.net [BB@.237
11 212 ms 2080 ms 200 ms adm—-b5-link.telia.net [BB.23%9.193.20811
5%% 276 ms 279 288 gyahoo—ic—141865—adm—bh5.c.telia.net [213.248.71.1
13 298 ms 3i4 385 UNENHOWM-66—126—65—% .vahoo.com [66.196.65.811
14 298 n= 293 292 ae—1.msrl.ird.valoo.com [66.126.67.2311
15 308 n= 383 a7 te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891
16 387 nm= 324 325 ird . fp.vip.ird.yahoo.com [B7.248.112.1811

=== =y Ay VAR L

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Sed 551381 oy gla o8

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811
over a maximum of 38 hops:

3 ms 1 ms 1 192.168.1.1
58 ms 58 ms 548 192.168.98.1
53 ms 54 ms 54 172.16.21.1

L £ LU B AN m L mnfnf = &

B89 ms 0 ms 8% dci—mashhad.aftab.ws [B2.115.22.11
Q? mo Q? mo 204 > 217 M9 4 41415
Y3 ms 71 TEL A1V 2181008 .32
75 ms * oS 18.18.53 .61
3* 198 m= 193 static.turktelekom.com.tyr [212.156.96.291
19, Egg? ms 19% 198 turktelekom—ic—-143692-adm—h5.c.telia.net [BB@.237
11 212 ms 2080 ms 200 ms adm—-b5-link.telia.net [BB.23%9.193.20811
5%% 276 ms 279 288 gyahoo—ic—141865—adm—bh5.c.telia.net [213.248.71.1
13 298 ms 3i4 385 UNENHOWM-66—126—65—% .vahoo.com [66.196.65.811
14 298 n= 293 292 ae—1.msrl.ird.valoo.com [66.126.67.2311
15 308 n= 383 a7 te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891
16 387 nm= 324 325 ird . fp.vip.ird.yahoo.com [B7.248.112.1811

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>




ICMP: Internet Contorol Message Protocol

[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Sed 551381 oy gla o8

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811
over a maximum of 38 hops:

3 ms 1 ms 1 192.168.1.1

LH ms LH ms LH 192 .168.96.1

L3 ms L4 ms 54 172.16.21.1

21 ms B8 ms 21 172.16.35.4

87 ms 8 ms 87 deci-—mashhad.aftab.ws [82_.115.22.11
22 ms 22 ms i) 217.212.64.115

23 ms 21 ms 2 217.218_158 .42

[ I 1 el rr A ¥ .00
3* 198 m= 193 static.turktelekom.com.tyr [212.156.96.291
DT v R— 107 o 4050 tpnltalolom—3dc—14360% 2dm_hL ~ +olia net 9] 239

193.2821
11 212 ns 280 m=s 200 mz adm—b5-link.telia.net [88.237.193.2811
5%% 276 n= 2797 m= 280 gyahoo—ic—141865—adm—bh5.c.telia.net [213.248.71.1
13 298 m=s 314 nm=s 385 UMKEMOWN-66—-196—-65—H.vahoo.com [66.176.65.811
14 298 n= 293 m= 292 ae—1.msrl.ird.valoo.com [66.126.67.2311
15 308 n= 383 m= a7 te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891
16 387 nm= 324 m= 325 ird . fp.vip.ird.yahoo.com [B7.248.112.1811

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>
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[ca.| C:\Windows \system32\cmd.exe - 0] x|

C:xUszersacerrtracert www.yvahoo.com

Tracing route to eu—fpl.wal.b.yahoo.com [B8Y.248.112.1811
over a maximum of 38 hops:

3 ms 1 ms 1 192.168.1.1
LH ms LH ms LH 192 .168.96.1
L3 ms L4 ms 54 172.16.21.1
21 ms B8 ms 21 172.16.35.4
87 ms 8 ms 87 deci-—mashhad.aftab.ws [82_.115.22.11
22 ms 22 ms i) 217.212.64.115
23 ms 21 2 217.218.158 .42
75 ms » e 18.18.53 .61
198 m=s 193 static.turktelekom.com.tyr [212.156.98.291

=
288 197 198 turktelekom—ic—-143692-adm—-h5.c.telia.net [B@.239
193 2821

[ ks H'E [L =L = U} [ =L = ey U} LLLLEE PR A Al e i ALl m L Lififedanfd m LS »F =k

12 276 279 288 yahoo—ic—141865—-adm—h5.c.telia.net | [213.248.71 .1
B 1

13 £78 ms 14 JU5 UMENUWM—bb—17b—b5—&.vahoo.com Lbb.196.65.811

14 298 n= 293 292 ae—1.msrl.ird.valoo.com [66.126.67.2311

15 308 n= 383 a7 te—8—4_.bhas-b2.ird.yahoo.com [B7.248.101.1891

16 387 nm= 324 325 ird . fp.vip.ird.yahoo.com [B7.248.112.1811

Trace complete.

G xUseprssaceps

C:\>Ping <IP Address> or <url>

C:\>tracert <IP Address> or <url>
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(3 g 53 e 1 sl ey byl g as ¢l gl ow) =
Uas &_9; fﬁ&‘ 9 U=

w&)‘ﬁ&ﬂ&'

\_ IPMC’””CMPC%J-;’;J‘}'/
ICMP ICMP Message
Header
—
IP Header Payload
MAC Data Field (Payload)

Header




A

[%ICMP ply I }

ICMP s )5 5 ,lasl i cg= :Checksum us

C'L’?‘" Cy oS R Type .\.L,s
FPp) IS oS jasis Code Wi

o V'Y

v
A

v

Type

Code

Checksum

Parameters

Data




[ ICMP sleols £1991 }

Destination Unreachable ab (1

S 25 b5 Db g sl el pas e

e A 4 dade 4 Aty Ohew 5 ¢

.

A 5,90 ASSE U3 9 g s 3 8

Objee cpdile 03 g8 o s 5 8

i An g0 S5 5 pas 3V A
/

Type=3 Code =? Checksum

Unused

Internet Header + 64 bits of Original Data Datagram




[ Time Exceeded ply (Y 1

dob plasl 51 AT g d oditin 5 ) ply Il
D s b 5 01 Bl g Ay jor

/ Leo) C'.)L,?- C)Loj rl.o.’a" =.\

S Slaad 55l5k Ol plest =)

f‘;uﬁ

\I_l IIIIII/

Type=1\ VCOde =? Checksum

Unused

Internet Header + 64 bits of Original Data Datagram




[ Parameter Problem ply (f}

Koy K3 g S 51 S s el Hldde 5 g g odias LS
P

Type=\Y Code =+ Checksum

Pointer Unused

Internet Header + 64 bits of Original Data Datagram




[Source Quench ply (f}

Ojer rtle 51 IP oty sl 5 Mg 65 JialS Lol

Type=¥Y

Code =«

Checksum

Unused

Internet Header + 64 bits of Original Data Datagram




(R&edirect ol (A}
b e 53 IS 5 g2

w|ouwbiuﬂjbidd‘®¢3wﬁ:§3 =
Qw‘e“u@bbiwjéid ;ww":'\.dﬂ\e o mﬁ: =\

Sjﬂjwjﬁw%%w‘oﬁwbiwjbisd‘@QMJ.::;J=Y
Type of service . ;s cui jasin owle s

3}"3w‘gﬂw;\:%M‘oud@bbiwjaid&rﬁbqﬂmﬁ=r

i s el asie sl sType of service

Type=0 Code -? Checksum

Gateway Internet Address

Internet Header + 64 bits of Original Data Datagram




[Echo Request , Echo Reply il (9}

oo rdle S o gy e s BB 5 55 5o : EChO Request e,
Pl B g5 4SS 5

Echo Request Ly <l » e 4ais ul :ECho Reply oL

Echo Request L, 05 5 jasis ¢l : 8
Echo Reply (b, 055 jasis ¢l:0

IN

Type=? Code -0 Checksum

Identifier Daggquence Number




[Timestamp Request , Timestamp Reply slels (v }

wws Jloyl 0Ly 5 3L ,s 0Ly Timestamp Request ply ouiS' il 55

Timestamp Request (L, 05 5 jasis 4 »:13
Timestamp Reply ¢l 0s 5 jasie ol »: 14

T

AN

\
\

\

Type;)?

Code=0 Checksum

Identifier

Sequence Number

Originate Timestamp

Receive Timestamp

Transmit Timestamp
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Dynamic Host Configuration Protocol
(DHCP)



Sed 551381 oy gla o8
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Dynamic Host Configuration Protocol v4 (DHCPv4) assigns IPv4 addresses
and other network configuration information dynamically

The DHCPvV4 server dynamically assigns, or leases, an IPv4 address from a
pool of addresses for a limited period of time chosen by the server, or until the
client no longer needs the address

Clients lease the information from the server for an administratively defined
period.

Administrators configure DHCPv4 servers to set the leases to time out at
different intervals.

The lease is typically anywhere from 24 hours to a week or more. When the
lease expires, the client must ask for another address, although the client is
typically reassigned the same address.



Sed 551381 oy gla o8
DHCPv4 Operation ]
e B Gl 4 ) panadd JSS

DHCPv4 works in a client/server mode. When a client communicates with a
DHCPv4 server, the server assigns or leases an IPv4 address to that client

 The client connects to the network with that leased IPv4 address until the lease
expires. The client must contact the DHCP server periodically to extend the
lease

» This lease mechanism ensures that clients that move or power off do not keep
addresses that they no longer need

 When a lease expires, the DHCP server returns the address to the pool where
it can be reallocated as necessary



S 51381 a0 gla o8

DHCPv4 Operation

DHCPv4 Server

CHCPOFFER
Unicast

DHCPACK
Unicast

e B Ol 4 gl pamadd IS5 g

"I would like to request an address.”

RIS,

-

®

"l am a DHCPv4 server. Here is an address offer.”

www.DrKamel.ir

"l accept the IPvd address offer”

O

"YWour acceptance is acknowledged.”

P

Dr Seyed Reza Kamel

.'~
¢

DHCPw4 client

DHCPDISCOVER
Broadcast

DHCPREQUEST
Broadcast

68



Sed 551381 oy gla o8
DHCPv4 Operation ]
e B Gl 4 ) panadd JSS

When the client boots (or otherwise wants to join a network), it begins a four-
step process to obtain a lease:

1. DHCP Discover (DHCPDISCOVER)
2. DHCP Offer (DHCPOFFER)
3. DHCP Request (DHCPREQUEST)

4. DHCP Acknowledgment (DHCPACK)



S G581 i sl o6
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ﬁ Control Panel\Network and Internet\Network Connectic -|0O] =|
‘G{_}v |£F| = Metwork and I... = Metwork Connections - - lﬁ_]] I Search M... ﬂ

Crganize - §|l:: i E:l "ﬁ'

l: 4 Home

=~ Disconnected l: TA

= @ WAN Miniport (PPPOE) . "'-|, Disconnected

WAN Miniport (PPTF)

L IESngDialer -

"y Disconnected .-" Wireless Network Cornection

- -
EE: WAN Miniport (PPTF) e kamel-BEM

- d:[m Intel{R) WiFi Link 1000 BGM
L. Local Area Connection

== _ Network cable unplugged
3@ &7 Atheros ARS152 PCI-E Fast Etherne...




S G581 i sl o6

JEJJAUAJJ‘ uﬁl.udcgb.\uul.uueah.u

L] nectio rties | x
ol e x

‘;\i_}v |£F| - Networkand L., ~ Netw  Metworking |

Organize ~ Connect using:
[ @ Home I EIIF' Atheros ARB152 PCI-E Fast BEthemet Controller (NDIS 6.2
Disconnected
<= WAN Miniport (PPPOE)
et Configure... I
L IBSngDialer _ _ -
“ " Disconnected This connection uses the following items:

& Cliert for Microsoft Networks

.__._-:' Local Area Connection ] SQDS Packet Scheduler

Metwork cable unplugged

) Disable G~ Atheros AR8152 PCI-E Fast Eth v .@ File and F'nnter Shanng for Microsoft Networks
Status — -
Diagnose
Create Shortaut e IJnl-: La*,rer Tu:upu:ulu:ug:.f Dlscuuer:.r Mapper /0 Driver
Delete . .
= i J
) Rename [ Link-Layer Topology Discoverny Responder

@ properues |

Install... | [T rimstall | Properties |

— Description |




Internet Protocol (IP) J%<s.:

@ Local Area Connection Properties

Metworking |

JISH

Connect using:

Intermet Protocol Version 4 (TCP/IPv4) Pro

General |Alternate Configuration I

Sed 551381 oy gla o8

Q) 8l (g 0 L Gl e aulal
21x]

You can get IP settings assigned automatically if your network suppaorts
this capability. Otherwise, you need to ask your network administrator

I WY Atheros AR8152 PCI-E Fast Ethemet Contr

for the appropriate IF

This connection uses the following items:

& Cliert for Microsoft Networks
. SQDS F'an::l-:et Sn::he::luler

IP address:
Subnet mask;

Defauls gateways

iscoveny
i |JI'||':-|_E|}"EF Topology Discoverny Responc

¥ Obtain an IP address automatically
—{" Use the following IP address:

{* Obtain DNS server address automatically
" Use the following DNS server addresses:

Preferred DMS server: I

altermate DRS server: I

settings.

install... | Uniinstal

— Description

[T validate settings upon exit

Advanced., ..

Cancel

(84
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.| G\ Windows\system32\cmd.exe - O] =|

Windows IP Configuration

lireless LAM adapter Wireless Metwork Connection:

Connection—specific DNS Suffix
Link—-local IPv6 Address . . .
IPv4 Address. . . . . .

feBA::d3d:1842:1d47a:89272:11
192.168.1.2

255.255.2585.8

I T R

Subnet Mask . . . . - . - . . .
Default Gateway . . . . . . . .

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DMNS Suffix . I mzhome.net

C:\>1pconfig

C:\>1pconfig /all



Sed 551381 oy gla o8

e Ol K590

Network Time Protocol

(NTP)
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Network Time Protocol (NTP)

d

Network Time Protocol (NTP) synchronizes clocks of hosts and
routers in the Internet

Over 100,000 NTP peers deployed in the Internet and its tributaries all
over the world

Provides nominal accuracies of low tens of milliseconds on WANSs,
submilliseconds on LANs, and submicroseconds using a precision
time source such as a cesium oscillator or GPS receiver



Network Time Protocol (NTP) S 6581 ay0 gl o8y
Application of NTP ...

0 Stock market sale and buy orders and confirmation timestamps
0 Network fault isolation, reporting and restoral

0 Network monitoring, measurement and control

0 Distributed multimedia stream synchronization

o0 RPC at-most-once transactions; replay defenses; sequence-number
disambiguation

0 Research experiment setup, measurement and control

o Cryptographic key management and lifetime control



Network Time Protocol (NTP) S 6581 ay0 gl o8y
Application of NTP ...

0 Stock market sale and buy orders and confirmation timestamps
0 Network fault isolation, reporting and restoral

0 Network monitoring, measurement and control

0 Distributed multimedia stream synchronization

o0 RPC at-most-once transactions; replay defenses; sequence-number
disambiguation

0 Research experiment setup, measurement and control

o Cryptographic key management and lifetime control



Network Time Protocol (NTP) 4l 6581 0y gla o8

How it works ...

0 Primary (stratum 1) servers synchronize to national time standards via
radio, satellite and modem

0 Secondary (stratum 2, ...) servers and clients synchronize to primary
servers via hierarchical subnet

o Clients and servers operate in master/slave, symmetric or multicast
modes with or without cryptographic authentication

0 Reliability assured by redundant servers and diverse network paths

0 Engineered algorithms reduce jitter, mitigate multiple sources and
avoid improperly operating servers

0 System clock is disciplined in time and frequency using an adaptive
algorithm responsive to network time jitter and clock oscillator
frequency wander



Network Time Protocol (NTP) 4l 6581 0y gla o8

How it works ...

@%

e Multiple synchronization peers provide redundancy and diversity
* Clock filters select best from a window of eight clock offset samples

* Intersection and clustering algorithms pick best subset of servers
believed to be accurate and fault-free

e Combining algorithm computes weighted average of offsets for best
accuracy

* Phase/frequency-lock feedback loop disciplines local clock time and
frequency to maximize accuracy and stability

NTP Messages Timestamps

Peer 1 ] Filter 1 >
) A Intersection e :
- and > Combining | | _ : E
Peer 2 ) Filter 2 Clustering | Algorithm : > Loop Filter |
1 Algorithms ! |
> 1 P/F-Lock Loop !
Peer 3 Filter 3 > i !
) 1 | i
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Other common protocols in LANs

Port 37:Time

Port 49: TACACS

Port 53: DNS

Port 67: DHCP/BOOTP server
Port 68: DHCP/BOQOTP client
Port 69:TFTP

Port 137: NetBIOS name service

Port 138: NetBIOS datagram service
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